1 investigative data acquisition techniques often breach human and natural rights of the data subject and can jeopardize an investigation. Often the investigators need to reveal to the data controller precise details of their suspect's identity or suspect's profile. In this research a novel approach to investigative data acquisition is presented and privacy preserving Investigative Data Acquisition Protocol (IDAP) is defined. This protocol is the first that allows for performing private information retrieval of records matching multiple selection criteria.
I. INTRODUCTION
urveys show that the invasion of privacy is among the things people fear the most from the coming years [1] [2] . Emerging technologies allow for fast digitalization of operational procedures in many organizations, and depending on how these technologies are used the result can be destructive or beneficial to privacy of the parties involved.
The public authorities such as Police, Customs, and Tax Offices need to request information from third-parties on regular basis and the data protection legislations allow for such requests even without warrants [3] [4] . Depending on the way these requests are performed human and natural rights of the data-subject can be breached and/or investigation can be jeopardized [5] . This research gives an insight on how the Privacy Enhancing Technologies (PETs) can be used to improve investigative data acquisition techniques in order to protect the data-subjects and the secrecy of the investigations. It defines a novel, efficient approach to maintain the secrecy of an enquiry.
Motivating scenario: Police has a profile of a suspect (e.g. sex, age, and ethnic origin) and would like to find individuals fitting this profile working in organizations in a neighborhood to the crime scene, but revealing the profile to these organizations may harm the investigation and individuals matching the profile.
Currently the police would often have to delay their enquiries in order to protect the investigation as well as the innocent individuals fitting their profile. For example if the case being investigated had a public tension around it, and the suspect's profile matched individuals in a local minority, the enquiry could have serious consequences to the members of this minority.
To generalize the problem the party making the enquiry, the chooser, can request k parameters, referred to as return parameters rp 1-k from a source table or a view held by the data holder, referred to as the sender. While doing so, the chooser may wish to keep the values x 1-i of the i input parameters ip 1-i secret. Such a query can be mapped into an SQL query as follows:
SELECT rp 1 , rp 2 This research proposes a novel protocol that could solve this problem using a combination of commutative data locking based on a well-known three-pass (3Pass) secret exchange protocol discussed by Shamir in [6] [7] and the Private Equijoin (PE) protocol defined in [8] .
II. BACKGROUND AND RELATED WORK
The problem of retrieving data records in a private manner from a database hosted by a third-party is not new. Thus, there are a number of primitives that can be used to approach such problem. First there was a Private Information Retrieval (PIR) primitive where a chooser could query a database in a way that sender is unable to identify which row of data is being retrieved. The main motivation behind the PIR schemes is the achievement of as low communicational and computational complexity as possible, where the privacy of the records in the database is not a concern [9] . A stronger notion than PIR is 1-out-of-n Oblivious Transfer (OT) primitive that allows the retrieval of a randomly selected record from the dataset of n elements held by sender, in a way that the sender cannot learn which record has been transferred, and the chooser cannot learn anything about other records in the dataset [10] . 1-outof-n OT protocols that allow chooser to actively select a record to be retrieved, and that have linear or sub-linear complexity, are referred to as symmetric PIR protocols. These are the most useful privacy-preserving data retrieval protocols, and find use in electronic watch-lists of suspects [11] ; cooperative scientific computation [12] [13]; and on-line auctions [14] .
The information retrieval protocols described above are capable of collecting a record, or records, from a specific index in the sender's dataset, but they do not support a search or comparison functionality that could be used to perform an investigation of the dataset. Instead it is often assumed that some indexed description of data is publically available in a S form of electronic catalogue [15] [16] . Consequently if a system is to allow data retrieval based on private selection, it must implement some private comparison function. There are a number of protocols that allow two parties to compare their values in a private manner, i.e. to compare information without leaking it. But only some are optimized to make comparisons for equality, and these are referred to Private Equality Test (PEqT) protocols. PEqT protocols are often based on commutative [5] [11] or homomorphic cryptosystems [15] . Often two different protocols, each with separate and computationally expensive preparation phases need to be used to first make a selection and then retrieve a selected record. The exception to this rule is a range of protocols including: private intersection; private intersection size; and PE defined in [8] . For this reason the primitives in [8] are extended in this research to a setting where multiple matches on a given data row must be made in order to retrieve it and unlock it.
The following section describes the building blocks of the investigative data retrieval protocol defined in Section IV. These building blocks are a 3Pass primitive based on commutative encryption and the PE protocol proposed in [8] III. BUILDING BLOCKS 
A. Commutative Cryptosystems
The advantages of such cryptosystems were widely promoted by Shamir in [6] as used in his, Rivest's and Aldman's, now classic, game of mental poker, employing the 3Pass secret exchange protocol. This research uses and extends the primitive of the 3Pass protocol in order to lock query results to a set of query variables, as described in Section IV. The 3Pass protocol, shown in Fig. 1 , was intended so that two parties could share a secret without exchanging any private or public key. The operation of the protocol can be described using the following physical analogy: 1. Alice places a secret message m in a box and locks it with a padlock A E .
2. The box is sent to Bob, who adds his padlock B E to the latch, and sends the box back to Alice. 3. Alice removes her padlock and passes the box back to Bob. 4. Bob removes his padlock, and this enables him to read the message from inside the box. There could be more parties, or encryption stages, involved in a 3Pass-like protocol. In fact Khayat [19] formalizes this idea into a protocol for sharing a secret with a board of trustees. This protocol, itself, lacked the safeguards needed for a protocol intended for storing information securely for a number of years, since it fails if one of the parties has left the protocol without decrypting the ciphertext. Nevertheless such protocol is ideal for locking a plaintext multiple times and then unlocking it in an arbitrary order, as long as the parties are cooperating until the execution of the protocol is completed. Such functionality is required of the data acquisition protocol described later in this paper.
The first known commutative cryptosystem, that could be used to implement the 3Pass protocol, was based on the Pohling-Hellman (PH, asymmetric private key scheme [20] . PH was never a popular protocol, since being an asymmetric algorithm it was slow in comparison to other private key encryption algorithms. However, the ever-popular, and still the most widely used, Rivest-Shamir-Adleman (RSA) public key cryptosystem is in fact based on the PH algorithm [21] , and the RSA cryptographic engine is capable of performing PH encryption and decryption operations. The only difference between these cryptosystems is the fact that operations in PH are performed modulo a single large prime number p, whereas RSA has a modulus made up of two large primes. Equations (2) and (3) show encryption and decryption operations under PH respectively. Encryption exponent/key e is selected at random, and the decryption exponent d is derived from the modulo-inverse of e.
In order for the protocol to remain secure both e and d need to be kept secret. The protocol is commutative for operations modulo a given prime, thus all the parties in the system would have to know p. Security is maintained since an adversary with the knowledge of the ciphertext c and the prime p would need to solve the hard problem (4) in order to determine one of the keys used [10] . However, the PH algorithm shares some weaknesses with its public key successor RSA, and it should only be used to encrypt randomized inputs, such as symmetric encryption keys or hash signatures, and a padding scheme should also be used [22] .
When PH encryption scheme is used for cascadable commutative cryptographic operations, it is impossible to tell how many times the plaintext has been locked (encrypted by any party) and whether an operation has worked or not. The ciphertext can be encrypted and decrypted any number of times and there is no way to tell once the plaintext, usually a random number itself, has been reached. Thus, if only two parties are involved in a protocol, and they use one key each, these concerns can be negligible. However, if more parties are engaged in the protocol, such as in the sharing a secret with a board of trustees protocol by Khayat [19] , or more than one key is used by any of the parties, such as in the data acquisition protocol proposed in this paper, this can become a concern. This, though, is addressed by Weis in [18] where he describes a method of building a semantically secure commutative cryptosystem from an arbitrary cryptosystem that supports homomorphic multiplication of ciphertexts. Weis provides an example based on ElGamal [EG], homomorphic cryptosystem that uses Diffie-Hellman (DH) key exchange algorithm's foundations. It uses original EG key specification and generation, i.e. first a strong prime p and generator g of the group * P Z are chosen, then a private key x is drawn at random, and the public key y is calculated from x, g and p. For EG the ciphertext is made of two tuples α and β (5), where r is a random number, whereas the commutative EG by Weis (CEG) forms the initial ciphertext in a similar manner, but it is made up of four tuples α, β, γ, and δ. The first two tuples (α, β) form the actual ciphertext, while the other two (γ, δ) are used as a checksum. The calculations involved in creation of the initial ciphertext in CEG, where r and s are random numbers, are shown in (6) . The input to the CEG engine can be a secret message m, for the initial encryption of the plaintext m, or n different 4-tuple ciphertexts in the form ) , ( ); , ( δ γ β α , when the plaintext has already been encrypted n-times. In the second case ) 1 ( + n values k are chosen so that their product is unity, and tuple α of each input ciphertext is multiplied with a distinct value k. Finally the sole remaining value k is encrypted just like m in (6) . As the last step of the encryption protocol, all n input ciphertexts are re-encrypted (7) 
The key improvements of CEH over PH is the fact that the ciphertexts contain checksums and a party requested to perform a decryption can identify that the ciphertext received has or has not been previously encrypted by that party. This is done by searching the ciphertext for a four-tuple element
, where x is the private key of that party. If such an element exists, the ciphertext has indeed been encrypted by this party, and four-tuple k c is the element (lock) previously added to the ciphertext by that party.
When choosing whether to apply PH or CEG, dissimilarity between the cryptosystems should be noted. Ciphertext formed under PH following a number of encryption operations will be equal to a ciphertext formed using the same encryption operations in an arbitrary order. CEG does not have this property, and thus it cannot be used in the protocol described Section B, but it can be used to extend the protocol described below to support matching of multiple selection criteria.
B. Private Equijoin Protocol
The most scalable and flexible of PEqT protocols for operations on datasets is the Private Equijoin (PE) protocol proposed in [8] by Agrawal, Evfimievski and Srikant. This scheme extended the classical commutative PEqT shown in Fig. 2 , to allow conditional retrieval of data for the records that are common for both parties participating in a m-out-of-n PEqT protocol. The operation of the PEqT protocol shown in Fig. 2 Similar results could potentially be achieved when 1-out-ofn PEqT protocol would be combined with 1-out-of-n Oblivious Transfer protocol as demonstrated in [5] . However, as pointed out in Section II mixed solutions usually do not blend well as each requires its own computationally expensive preparation phase.
IV. INVESTIGATORY DATA ACQUISITION PROTOCOL
The application scenario and generalization of the problem statement provided in Section I are the motivation behind creation of the Investigatory Data Acquisition Protocol (IDAP). IDAP combines 3Pass protocol and the PE protocols presented in Section III in order to allow private matching against i different input parameters ip 1-i .
The PE protocol allows conditional retrieval of extra information ext(v) for records v that are common between chooser, and sender. Consequently the PE would be a suitable solution for the problem at hand when 1 = i , but if there is more than one input ip, then the following IDAP protocol can be used to retrieve the records:
1. Chooser provides the sender with names of k return parameters rp and names of i input parameters ip. 2. Based on the requirements received in Step 1, the sender gathers all rp and ip parameters for all the records into a common SQL view referred to as the source, i.e. temporary SQL table. The chooser is provided with the schema of this view, describing the data formats used. decryption error would be raised in Step 6 or Step 7. Thus, when PH scheme would be used then no errors would be detected at Stage 6, but the symmetrical decryption process in Step 7 would rise and error, and would not be capable of decrypting the record. In turn if the CEG would be employed then by the use of the checksums it would be discovered in
Step 6 that the decryption commutative keys at hand are incapable of decrypting the ciphertext.
Of an interest is the fact that use of CEG in the above protocol would reveal existence of records that match any of the input parameters. Under CEG the ciphertext is made up from n 4-tuples, where n is the number of times a given value has been encrypted or locked. Each 4-tuple contains a checksum that can be used in conjunction with the decryption key to verify that a given ciphertext has been locked by a corresponding encryption key. Consequently when CEG is used, the chooser will know how many records in the source match the value x α for a given input ip α . Depending on the circumstances this may be beneficial to the enquiry, and acceptable by the data controller.
The above protocol requires a perfect match between the input parameters x 1-i and the respective values in the source. Thus, going back to the application scenario from Section I, the police could request to obtain data on all female employees that are 26 years old and have a white ethnic origin. However, such a request would not return any results for the records where a data subject is 25 or 27 years old. It is impossible to create a fuzzy match on a single parameter based on the technologies employed, but the police could ask the data controllers to create ranges of values acceptable for a given parameter. In such solution all the records where a data subject would be in their teens, twenties, thirties and so on, could be encrypted using keys common for their age range, and the PE in Step 5 would also use this range name or unique identifier to collect the related commutative key.
V. EVALUATION
The communicational complexity of the IDAP is quite small. It is possible to run the protocol with only ) 2 2 ( i O + data transfers. This property would allow for non-interactive runs of the protocols where the public authorities submit their requests and later return for the results. Consequently, going back to the application scenario businesses that are not yet online could use a simple database of their employees or even a spreadsheet as source and exchange information with the authorities in person or via post.
IDAP is computationally expensive, however, the time taken for the protocol to complete a run is negligible in the scale of an inquiry conducted by the public authorities. Complexity of the protocol is dependent of the underlying data, since each unique value for all input parameters needs to be treated separately. Thus, the computational complexity for cases where the input parameters have only two possible values will be at its minimum, and when all values of ip 1-i are unique it will be at its maximum. Assuming that the row count of the source is n, the computational complexity of the protocol is shown in Table I . Step 3
max.
Step 6 max.
-
Step 7
The complexity of each of the steps in the IDAP protocol, providing min. and max. value possible for given n and i. Where n is the number of the data rows in the source table or view, and i is the number of input parameters ip in the enquiry. Cost in ms for performing given operation from managed C# .NET prototype application is also given. Table I shows that the total time for the enquiry is linear to both i -the number of input parameters ip; and n -number of the data rows in the source table or view. Fig. 3 and 4 illustrate this concept. The maximum time required for an investigation with five input parameters on 1000 rows of data can be read from Fig. 4 as being just over 800s. These figures were calculated from average cost taken to perform the operations under C# .NET managed code on a PC with 1GB of RAM and a 1.8GHz CPU. 
VI. CONCLUSION
This paper has shown that creation of privacy-preserving IDAP that allows for more than one private selection criteria in a retrieval protocol is possible. The solution shown is based on the well-known secret exchange primitive of 3Pass and the most scalable symmetric PIR protocol found in literature, PE by Agrawal, Evfimievski and Srikant. The complexity of the protocol is relatively high, but taking into consideration that the protocol is designed with real-life investigations, where per case permissions must be granted to retrieve third-party data, time taken per enquiry is negligible. This makes the IDAP protocol valid as a non-intrusive investigation technique for public authorities.
